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SecureVue

The Unified Situational Awareness Platform®V

SecureVue unifies next-generation SIEM,

security configuration auditing, compliance automation
and contextual forensic analysis into a single platform,
delivering situational awareness, operational

efficiency and the lowest total cost of

ownership (TCO) for large enterprises.




Organizations continue to invest millions of dollars
in evaluating and deploying new security products SecureVue Delivers Operational Efficiency
to protect IT assets against new types of attacks Leverage existing investments in security and

and new compliance products to keep pace with compliance

new regulations and policies - all with stagnant or Dramatically reduce complexity of tasks and

- S N management r r
shrinking budgets. Historically, organizations have anagenmcgsicsOppecs

relied on individual best-of-breed point products Keep seTTTIy andcom e e 0 /1

to address specific security and compliance
requirements across the enterprise, including log
management, SIEM, CMDB, asset management, configuration audit/assessment and forensic analysis tools.

While each of these best-of-breed point products does a good job of delivering value for a very specific function,
unfortunately, these products do not “talk” to each other, leaving security and compliance professionals with multiple
information “silos” that prohibit them from gaining visibility into the “big picture” of their IT environments. This inability
to cross-correlate multiple types of information security data makes proactive discovery of broad-based, advanced
persistent threats (APT) such as Stuxnet, identity and intellectual property theft, insider threats and other types of cyber
attacks nearly impossible.

In addition to the ever-increasing threat of attacks, new and evolving regulations are becoming increasingly more
prescriptive, requiring organizations to implement technologies that continuously monitor the environment for both
unexpected security activity as well as continuous audit of security controls that focus on secure system configurations.
Using a point product approach to try and address these critical business problems has resulted in spiraling costs for
security and compliance management, forcing organizations to make hard choices between investing in new security
technologies that improve security and being compliant.

To solve these critical challenges, organizations require a comprehensive security and compliance platform that enables
them to:

B Achieve true unified situational awareness by SecureVue Delivers Situational Awareness
having complete visibility across the enterprise
SecureVue brings together all security and compliance

data in your environment to one console, turning
B Reduce complexity and minimize effort and random information into actionable intelligence.
operational overhead required to manage

by eliminating information silos

SecureVue delivers unsurpassed, real-time visibility and
awareness across your enterprise |IT environment to
proactively monitor security and compliance like never
B Reduce Total Cost of Ownership (TCO) by before.

integrating multiple security and compliance

security and compliance for improved
operational efficiency

functions into a single, simple platform

SecureVue from elQnetworks is the first unified situational awareness platform to provide complete visibility and
clarity across all enterprise data to address today’s critical information security and compliance needs. SecureVue
overcomes the information gap inherent in best-of-breed products by capturing, analyzing and correlating all security




and compliance-related information from network devices, hosts and operating systems and applications in a single
solution.

Unlike individual point products, SecureVue seamlessly captures the full range of enterprise security data, eliminates
background noise and delivers a complete view of the enterprise to achieve true unified situational awareness.
SecureVue natively collects, aggregates, analyzes, correlates and reports on all security and compliance data. Best of all,
SecureVue works with the investments already made in security and compliance technologies, allowing organizations
to leverage the data from existing point products. Using the built-in SDK (software development kit), SecureVue
aggregates data from third party tools such as CMDB, SIEM, configuration audit, end-point security and others.
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The major components of SecureVue’s Unified Situational Awareness Platform include:

Next-Generation SIEM - SecureVue delivers all the capabilities needed for proactive security monitoring and protection
including log management, SIEM (Security Information and Event Management), configuration analysis, Netflow
analysis, file integrity monitoring, removable

media monitoring, performance monitoring and “Situational awareness is needed by government and

vulnerability analysis. It correlates across multiple commercial security organizations for effective threat
data types from multiple data sources to proactively discovery and risk mitigation.”

identify new and evolving threats such as APT, cyber
- Gartner Analysts John Pescatore and Mark Nicollet,

"Delivering Situational Awareness"
Compliance Automation - SecureVue provides (Gartner ID G00214313)

comprehensive compliance automation to centralize

attacks, ID/IP thefts and many more.

monitoring and reporting against regulations, best
practices and standards for information security, dramatically reducing the time required to attest the state of security
controls across the enterprise to internal and external auditors. SecureVue’s compliance library includes:

[ SO 27001/2 [ | PCI-DSS [ | CIS Benchmarks
[ | FISMA / NIST 800-53 [ ] HIPAA / HITECH Act [ | DISA STIGs
| SOX / CoBIT [ | NERC CIP




Security Configuration Auditing - SecureVue provides comprehensive configuration auditing across servers, desktops,

network and security devices and applications to help organizations implement prescriptive configuration standards
such as CIS benchmarks, DISA STIGs and customized minimum security requirements (MSRs). This helps improve overall
security and proactively identify misconfigured systems, policy violations as well as unauthorized changes across the
enterprise. SecureVue provides the capability to monitor and control a broad spectrum of controls.

Forensic Analysis - SecureVue allows a security analyst to search across all data in a single search to get a complete
context. SecureVue can reduce root cause analysis times by up to 60%. With its intelligent security management and
industry-leading single management console approach, SecureVue reduces complexity and minimizes effort and
operational overhead required to manage security and compliance while reducing costs.

SecureVue - The Only Solution for Situational Awareness

SecureVue is the first and only unified situational awareness solution to provide real-time situational awareness
capability across the largest enterprise networks and across the broadest range of security and compliance data.
SecureVue's unified data model and multi-data correlation engine gives the unique ability to detect hard to find
anomalies, while delivering unsurpassed scalability and reporting speed. SecureVue helps organizations to continuously
collect, centralize, correlate and analyze critical information in real-time and identify anomalies, detect security breaches
and policy violations proactively as they occur across the global infrastructure.

About elQnetworks

elQnetworks delivers unified situational awareness solutions for the largest enterprises around the world, including
government, financial, telecommunications, retail and healthcare. The company’s flagship solution, SecureVue®, is the
only platform to provide a more accurate, in-depth view of an organization’s security and compliance position via a
single console through comprehensive, real-time security monitoring, compliance automation, configuration auditing
and forensic analysis. Vital to the protection of

an organization’s infrastructure, the company’s To schedule a demo of SecureVue or to find out how

solutions proactively protect against cyber attacks, unified situational awareness can help your organization,
detect breaches and policy violations and respond contact an elQ sales representative:

to incidents and security controls, dramatically
Phone +1.877.564.7787

reducing total cost of ownership. elQnetworks is a : -
Email sales@eignetworks.com

privately held company headquartered in Acton,

Massachussetts.
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